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NEWS FROM AUSTRIA 

Industry under Attack”: AT&S novel shows threat of cybercrime 

AT&S raises awareness of IT security topics with its own cybercrime novel “Industry under 
Attack”. 

“Cybercrime causes an estimated $5 trillion in damage worldwide every year,” says Gottfried 
Egger, Director of IT at AT&S. “This sum is rising, because not only more private individuals, 
but also more and more companies are victims of cyber-attacks.” Current international, as 
well as national incidents, prove that by now every company should be aware of the danger 
and take appropriate preventive measures. 

Last year, AT&S launched an IT security awareness programme. In addition to regular 
internal communications, video training and regular tests of security concepts, the Styrian 
company is also breaking new ground and intends to raise awareness of the issue among its 
13,000 employees around the world with a cybercrime novel written especially for the 
company. “With the short novel “Industry under Attack”, we want to raise awareness of this 
issue among all employees and draw attention to the dangers of the digital world,” says 
Egger. In the novel, written by a well-known journalist, a hacker group attacks a technology 
company on several fronts at once. 

“Just like it happens in the real world,” says Menson, the book’s author. “Everyone is talking 
about Corona, but this crisis will soon be over. No one is talking about cybercrime that much 
yet, but this crisis is just beginning. Anyone who thinks cybercrime does not affect them is 
sorely mistaken because one wrong click can not only erase livelihoods, but also harm a 
company or, in the worst case, even bankrupt it.  
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The 10 most important tech trends of 2022 
Metaverse, biotech or artificial intelligence—which technologies will significantly shape business 
and society in the coming years? To answer this question, analyst firms—and now also tech 
giants from the U.S. and China—are regularly hazarding a glance into the crystal ball at the 
beginning of the year. 

Every year, Gartner, IDC and co deliver their predictions on the most important technology 
trends for the years to come. These prophecies are generally based on current surveys of CEOs 
and CIOs paired with in-house expertise. The Alibaba DAMO Academy, meanwhile, has analyzed 
millions of public documents and patent applications from the last three years and interviewed 
nearly a hundred scientists. 

The result is ten technology trends that could have a palpable effect on both business and 
everyday life in the next two to five years. DAMO boss Jeff Zhang expects artificial intelligence 
(AI), for example, to optimize research processes in the applied sciences and the integration of 
renewable energy sources into the power grid. Furthermore, a new generation of XR glasses is to 
pave the way into the virtual world and patient-centric precision medicine supported by AI is to 
turn health care systems on their heads. 
 
In detail, the Alibaba DAMO Academy identified the following ten technology trends for the next 
two to five years: 

1. Convergence of cloud, network and devices 

The rapid development of new network technologies is accelerating the evolution of cloud 
computing towards a new computing system – the convergence of cloud, network and devices 
with a clear division of work. It acts as a catalyst for more demanding applications such as highly 
precise industry simulations – as well as real-time quality checks and mixed reality. A flood of use 
cases is already expected to run on this new computer system over the next two years. 

2. AI for science 

Machine learning can process huge quantities of multidimensional and multimodal data, as well 
as solve complex scientific problems. This not only accelerates scientific research, it also even 
contributes to the discovery of new scientific laws. In the next three years, AI will find broad 
usage in research and some basic sciences. 



3. Photonic silicon chips 

Electronic chips reach their physical limits in High Performance Computing (HPC). Silicon 
photonics technology, which is experiencing rapid development through cloud computing and AI, 
offers a way out. This way, high-speed data transmissions in large data centers could already be 
partly based on photonic silicon chips in the next three years. 

4. AI for renewable energies 

The greatest challenges in the development of renewable energies are still network integration, 
energy use rates and storage. In addition to increasing energy efficiency on many levels, artificial 
intelligence supports the automation of energy systems and improves resource usage and 
stability. In the next three years, it will therefore contribute significantly to the integration of 
renewable energy sources into the power grid. 

5. Highly precise medicine 

With artificial intelligence, doctors can diagnose, treat, and predict illnesses more precisely and 
more quickly, and possibly even prevent them. Patient-centric precision medicine supported by 
AI will therefore significantly affect aspects of health care in the years to come. 

6. Protected data processing 

Dedicated chips, crypto-algorithms and whitebox implementations provide data protection even 
for large quantities of data and the integration of data from different sources. In the next three 
years, groundbreaking improvements can be expected in the performance and interpretability of 
results with respect to the private sphere. 

7. Expanded reality (XR) 

Mixed reality is laying the foundation for a new industrial ecosystem with electronic 
components, operating systems and applications. It is revolutionizing the way in which people 
interact with technologies in a private and professional environment. In the next three years, a 
new generation of XR glasses that look and feel no different to traditional glasses will enable 
entry into the next generation of the Internet. 

8. Soft robotics 

More yielding materials and advancements in environmental perception and self-awareness 
differentiate soft robots from their “hard” relatives. They are based on cutting-edge technologies 
such as flexible electronics, pressure-adaptive materials and AI. Soft robotics therefore 
represents an important element for the manufacturing industry on its path toward small series 
production. In the next five years, they will replace conventional robots in the manufacturing 
industry and lead to a broader use of service robots in everyday life. 

9. Satellite and terrestrial computing 

An integrated system combines HEO (highly elliptical orbit) and LEO (low Earth orbit) satellites 
with terrestrial mobile networks in order to achieve seamless, multidimensional coverage. This 
means that sparsely populated areas such as deserts, oceans and even outer space can enjoy 



digital services. In the next five years, satellites and terrestrial systems will form an integrated 
network system for all-encompassing connectivity. 

10. Co-evolution of AI models on a large and small scale 

Models for large-scale pre-training are a central factor in the transition from weak to general AI. 
But with higher performance comes high energy consumption. That’s why the future of AI 
instead lies in the co-existence of large and small models across clouds, edges and devices. 
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ELECTRONIC INDUSTRY NEWS 

The Russians May Be Coming for U.S., Too 
By Ann R. Thryft   

Amid horrifying images of airstrikes and armoured divisions rumbling towards Kyiv, Russia’s 
invasion of Ukraine also heightens the threat of cyberattack unrestrained by political 
borders. 

Possible targets include not only Ukrainian institutions but also European infrastructure. The 
threat could very well extend to U.S. industrial, military, utility and retail infrastructure. 
Many of these targets have already been hit by Russian hackers. 

As tensions grew over the last week, the Biden administration said in a Feb. 18 
statement that Russia was the probable source of recent cyberattack on Ukrainian banks. 
The Kremlin was also blamed for large-scale attacks in January on Ukrainian government 
websites. Anne Neuberger, deputy national security adviser for cybersecurity, told reporters 
the U.S. was helping the Ukraine government prepare for possible cyberattack in the event 
that Russia invaded their country. 

As U.S intelligence agencies warned for months, Russia invaded Ukraine on Feb. 23. 

In January, Cisco’s Tales threat intelligence and research unit noted in a blog post that threat 
actors infecting Ukrainian government networks with malware likely had access for several 
months before launching cyberattack. Predictably, the Kremlin has denied Russia was the 
source of those attacks. 

Since then, threats to the U.S. and Europe have escalated. On Feb. 16, for example, the FBI, 
the National Security Agency and the Cybersecurity and Infrastructure Security Agency 
(CISA) issued a joint cybersecurity alert warning that Russian state-sponsored threat actors 
have been targeting U.S. military contractors for the last two years. The attacks were 
intended to steal sensitive U.S. military data and technology. 

Russian spy agency hackers have deployed previously unseen malware infecting home and 
office network devices around the world. Dubbed Cyclops Blink, the malware disrupts 
firmware updates, turning firewalls into attack platforms for stealing confidential data while 
attacking other networks. 



According to a recent report on crypto-crime from Chainalysis, Russian hackers were also 
responsible for 74 percent of ransomware payments in 2021. 

Europe, U.S. vulnerable 

The day before the Ukraine invasion, Sen. Mark Warner, D-Va., chairman of the Senate 
Select Committee on Intelligence, expressed concern that Russian cyberattack could prompt 
a broader cyber-war that would involve the U.S. and other NATO members. 
Warner told Axios such a cyber-war would trigger NATO’s collective defence doctrine, 
known as Article 5. 

Article 5, defined as “an attack against one Ally is considered as an attack against all Allies,” 
was invoked for the first time after the 9/11 terrorist attacks, highlighting the current threat 
posed by Russia’s invasion of Ukraine. 

Warner outlined two scenarios by which Article 5 could be invoked: Either Russian President 
Vladimir Putin could approve cyberattack against the Ukraine using malware such as 
NotPetya, which then spreads to NATO member states; or Putin could order direct 
cyberattack against member states’ critical infrastructure. 

Last year, NATO affirmed that Article 5 included cyberattack, adding, “We reaffirm that a 
decision as to when a cyberattack would lead to the invocation of Article 5 would be taken 
by the North Atlantic Council on a case-by-case basis.” 

U.S. cyber risks 

The U.S. Department of Homeland Security (DHS) warned in January of potential cyberattack 
if Russia invaded Ukraine. In an internal bulletin to federal agencies only recently made 
public, DHS said attacks could come if Russia “perceived a U.S. or NATO response” to such an 
invasion. 

The FBI, the NSA, and CISA also issued a joint cybersecurity alert, “Understanding and 
Mitigating Russian State-Sponsored Cyber Threats to U.S. Critical Infrastructure.” After 
warning operators of critical infrastructure to increase awareness of potential threats while 
proactively hunting for threats, the U.S. alert provided an overview of Russian state-
sponsored cyber operations along with common tactics, techniques as well as suggested 
detection methods. The agencies also provided incident-response guidance and mitigation 
steps. 

Also in January, the White House instructed government agencies to increase their 
cybersecurity, specifically by adopting zero-trust strategies. As we’ve reported, the zero-
trust principle is gradually being adopted by operators of IT and operational technology 
networks, including industrial control systems, especially those used in critical infrastructure. 

“The importance of cybersecurity for critical infrastructure was already high on the agenda 
of U.S. organizations, but now the urgency has increased even more,” Duncan Greatwood, 
CEO of cybersecurity provider Xage Security, told EE Times. “The zero- trust approach has a 
real ability to stop an attack or even contain the attack once it’s begun, and this is the 
approach government and industry have been working on for the last few months.” 



But implementation of this “never-trust, always-verify” approach isn’t keeping pace with 
current threats, according to Greatwood. The good news is that Western critical 
infrastructure operators are implementing zero-trust security. “The bad news is that most of 
the resulting field implementations [remain] in the future,” he said. 

Organizations remain in the planning stages for now as they ponder architectures, said 
Greatwood. “Some implementations will be made this year, and more next year. But most 
benefits of zero-trust changes don’t exist yet in critical infrastructure in energy and water, 
and the retail supply chain, although the electrical grid is already a little better protected.” 

While the risks from cyberattack have been ongoing for several years, the concern is that 
Russian attacks will increase in frequency and severity, largely in retaliation for western 
economic sanctions against Russia. 

Russia’s critical infrastructure is also vulnerable. U.S. intelligence and military leaders are 
reportedly considering cyberattack against Russia to slow its invasion of Ukraine, according 
to an NBC News report. 

One likely outcome, said Greatwood, is “a cyber cold war, where each side knows they’re 
vulnerable, and each knows the other knows that they’re vulnerable. 

“So, both sides may be reluctant to escalate attacks because of their mutual vulnerability,” 
Greatwood added. “Yet, as with any standoff like this, probing cyberattack may continue on 
each side, with the ever-present risk of a sudden increase in tit-for-tat hacking.” 



 

EIPC SPEeDNEWS 
The Weekly On-Line Newsletter  

Issue 7 - March 2022 

NEWS FROM THE UK 

MicroTech 2022 
 

Next Generation of Electronics and People 
 

 

Tuesday 26 April 2022 
Rutherford Appleton Laboratories, Harwell Campus, Oxon 

 

 

 

  
   
5 Key Reasons to Attend MicroTech 2022 
1. Gain an insight on market trends and future electronic products 
2. Update on latest electronic packaging processes including conductor 
deposition, dicing, die thinning and attach and power module assembly 
3. Listen to state of the art research on nano-composite solder assembly and 
large area detector array bonding 
4. Interact directly with speakers, exhibitors and attendees 
5. Hear about opportunities for developing skills and training in electronic 
packaging 
 
There are opportunities for Sponsorship and Exhibiting at the MicroTech 2022 
Conference. 
 
A Pre—Conference Training Workshop on Microelectronic Packaging 
Techniques for Power Electronics (PEP-IT-UP) will be held on the afternoon of 
Monday 25 April 2022. If you have registered to attend MicroTech 2022, you 
can register for a place at the Training Workshop for free, by booking Ticket 
PEP-IT-UP-03. However, there are only limited places available and they will be 
allocated on a first come, first served basis. 
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North American EMS Industry Down 6.0 Percent in January 
IPC Releases EMS Industry Results for January 2022 

  
BANNOCKBURN, Ill., USA, February 25, 2022 — IPC announced today 

the January 2022 findings from its North American Electronics Manufacturing 

Services (EMS) Statistical Program. The book-to-bill ratio stands at 1.58. 

Total North American EMS shipments in January 2022 were down 6.0 

percent compared to the same month last year. Compared to the preceding 

month, January shipments fell 14.9 percent. 

EMS bookings in January rose 28.7 percent year-over-year but fell 

17.9 percent from the previous month. 

“While shipments slipped in January, orders were extremely strong, 

pushing the book-to-bill ratio to the second highest level on record,” said 

Shawn DuBravac, IPC chief economist. “Parts availability is likely continuing 

to hinder production despite some early signs that supply chains are 

improving. Geopolitical risk is casting a cloud of uncertainty that will likely 

produce a shift in downstream market demand over the coming months,” 

DuBravac added. 

Detailed Data Available 

Companies that participate in IPC’s North American EMS Statistical 

Program have access to detailed findings on EMS sales growth by type of 



production and company size tier, order growth and backlogs by company 

size tier, vertical market growth, the EMS book-to-bill ratio, 3-month and 12-

month sales outlooks, and other timely data. 

Interpreting the Data 

The book-to-bill ratios are calculated by dividing the value of orders 

booked over the past three months by the value of sales billed during the 

same period from companies in IPC’s survey sample. A ratio of more than 

1.00 suggests that current demand is ahead of supply, which is a positive 

indicator for sales growth over the next three to twelve months. A ratio of less 

than 1.00 indicates the reverse. 

Year-on-year and year-to-date growth rates provide the most 

meaningful view of industry growth. Month-to-month comparisons should be 

made with caution as they reflect seasonal effects and short-term volatility. 

Because bookings tend to be more volatile than shipments, changes in the 

book-to-bill ratios from month to month might not be significant unless a trend 

of more than three consecutive months is apparent. It is also important to 

consider changes in both bookings and shipments to understand what is 

driving changes in the book-to-bill ratio. 

IPC’s monthly EMS industry statistics are based on data provided by a 

representative sample of assembly equipment manufacturers selling in the 

USA and Canada. IPC publishes the EMS book-to-bill ratio by the end of 

each month.  

 

 

 



North American PCB Industry Sales Up 7.7 Percent in January 
IPC Releases PCB Industry Results for January 2022 

  
BANNOCKBURN, Ill., USA, February 25, 2022 — IPC announced today 

the January 2022 findings from its North American Printed Circuit Board 

(PCB) Statistical Program. The book-to-bill ratio stands at 1.18. 

Total North American PCB shipments in January 2022 were up 7.7 

percent compared to the same month last year. Compared to the preceding 

month, January shipments fell 22.1 percent. 

PCB year-to-date bookings in January were up 6.3 percent compared 

to last year. Bookings in January fell 28.1 percent from the previous month. 

“Supply chains are showing some early signs of improvement, which is 

helping fuel shipment growth at the start of the year. But backlogs remain 

higher as manufacturers work through strong orders,” said Shawn DuBravac, 

IPC chief economist. “We believe supply chain constraints will continue to 

slowly ease through the remainder of the year which should help companies 

improve shipment schedules.” 

Detailed Data Available 

Companies that participate in IPC’s North American PCB Statistical 

Program have access to detailed findings on rigid PCB and flexible circuit 

sales and orders, including separate rigid and flex book-to-bill ratios, growth 

trends by product types and company size tiers, demand for prototypes, 

sales growth to military and medical markets, and other timely data. 

Interpreting the Data 

The book-to-bill ratios are calculated by dividing the value of orders 

booked over the past three months by the value of sales billed during the 

same period from companies in IPC’s survey sample. A ratio of more than 



1.00 suggests that current demand is ahead of supply, which is a positive 

indicator for sales growth over the next three to twelve months. A ratio of less 

than 1.00 indicates the reverse. 

Year-on-year and year-to-date growth rates provide the most 

meaningful view of industry growth. Month-to-month comparisons should be 

made with caution as they reflect seasonal effects and short-term volatility. 

Because bookings tend to be more volatile than shipments, changes in the 

book-to-bill ratios from month to month might not be significant unless a trend 

of more than three consecutive months is apparent. It is also important to 

consider changes in both bookings and shipments to understand what is 

driving changes in the book-to-bill ratio. 

IPC’s monthly PCB industry statistics are based on data provided by a 

representative sample of both rigid PCB and flexible circuit manufacturers 

selling in the USA and Canada. IPC publishes the PCB book-to-bill ratio by 

the end of each month. 
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International Diary  

 
2022 

16th EIPC Technical Snapshot Webinar 
Registrations via www.eipc.org 
23 March 

17th EIPC Technical Snapshot Webinar 
Registrations via www.eipc.org 
20 April 

EIPC @ HKPCA 
7-9 April 
Shenzhen 

EIPC @ SMT Connect 
10-12 May 
Nuremberg, Germany 

18th EIPC Technical Snapshot Webinar 
Registrations via www.eipc.org 
May 

EIPC @ CPCA 
18-20 May 
Shanghai, China 
 
EIPC Summer Conference 
Visit Ericsson 5G centre 
14 & 15 June 
Örebro, Sweden 
 



 

 

19th EIPC Technical Snapshot Webinar 
Registrations via www.eipc.org 
September 

KPCA Korea 
21-23 September 
Korea 
 
EIPC @ FED Conference 
29-30 September 
Bamberg, Germany 

20th EIPC Technical Snapshot Webinar 
Registrations via www.eipc.org 
October  

TPCA Taiwan 
26-28 October 
Taiwan 

EIPC @ Electronica 
15-18 November 
Munich, Germany 


